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Compliance?



• Guidelines around control objectives and activities
• Cloud considerations for industry standards

• ISO 27017
• Architects vs Compliance
• Compliance tracking and auditing in the Cloud

Compliance Landscape



• Industry Standards
• ISO27001
• PCI DSS etc

• Country specific regulation
• New Zealand – NZISM
• USA – NIST SP 800-100

• Government specific Cloud Risk Assessment workbooks
• Organization specific controls
• Client specific controls

Compliance Landscape



Compliance for the Cloud



Security OF the Cloud
• Responsibility – CSP
• Concerns

• Datacenter security
• Physical device security
• Hardware and software 

segregation between tenants
• Availability 

Security IN the Cloud
• Responsibility – CSC
• Concerns

• Secure architecture
• Secure configuration
• Technical best practices

• Infrastructure-as-Code
• Version controlling, code reviews
• Static code analysis
• Change management process and a 

defined path to production



Shared Responsibility Model







Achieving Compliance in AWS

Use AWS Config! Thank you!



• Manage risks – define baseline controls
• Oversee risks – single pane of glass view of 

the current status of controls
• Assurance – ability to be audited, to provide evidence 

of compliance

Three Lines Model



Manage Risks



• Move fast, don't break anything
• Preventive and Detective Controls
• AWS Config

• Firewall Rules
• Backup Policies
• IaC - CFN Guard, Checkov Rules
• SCPs, Permission Boundaries

• Control Tower

Maintain a Baseline Configuration



Oversee Status



• AWS Config
• Conformance Packs

• Security Hub
• Frameworks

Single Pane of Glass View





Provide Assurance



• Endless Days of Screenshots and Excel Sheets
• Aggregate evidence instead of single resources
• Journey instead of single point in time

• Audit (+InfoSec) vs Architect gap
• Short term orbital view of a solution from Auditors
• Long term "indoctrinated" tunnel vision from engineering

• Automate as much as possible
• AWS Audit Manager!!!

Auditors Come Knocking







Bridging the Gap



• AWS Audit Academy
• Beginner
• Advanced
• Domain Specific

• Public AWS resources
• Ex: NZISM implementation guide

• Overall Cloud Awareness
• Shared Responsibility Model (and nuances)
• Elasticity in the Cloud
• Focus on Security IN the Cloud

Auditors



• Risk oriented approach for architecting
• Three Lines Model

• Governance for risk management
• Work with Info Sec team

• Importance of Process Controls
• Leverage organizational controls

Architects



Recap



• What Compliance in AWS solutions look like
• How to target for a compliant architecture
• How to bridge the gap between seemingly separate 

domains



Thank You!




