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What is GitHub Actions?



 

GitHub Actions Runners!

● Managed entirely by GitHub 
(maintenance, security, updates)

● Free for public repositories with no 
minute limitations.

● For private repositories, GitHub offers a 
free tier of up to 2,000 minutes per 
month on their free plan

● You provision and manage the machine 
yourself

● Runners can be physical servers, VMs, or 
containers

● Ideal for enterprise use where 
compliance, security, and specific 
hardware requirements are critical

Github-hosted Runners Self-hosted Runners



 

Why self-hosted runners?



 

Self-hosted GHA 
runner architecture



 

1. Workflow Event
GitHub sends a workflow_job or 

check_run  event to a webhook

How auto scaling works

2. Workflow Ingestion
ALB receives the event, which is 

then processed by a Lambda 
function and queued in SQS

4. Runner Configuration
The EC2 user_data  script fetches 

the token from SSM and 
configures the runner, bringing it 

online

5. Scale-down Logic
A Scale-down Lambda 

periodically terminates idle 
runners to ensure efficient 

resource usage

3. Scale-Up Logic
A Scale-Up Lambda processes the 

SQS queue, gets a GitHub 
registration token, and launches       

an EC2  instance



 

Key features & considerations

● Supporting three Operating Systems: Windows, Linux and Mac

● Terraform Module: For managing AWS infrastructure and orchestration logic

● Pre-built AMIs: Utilise for faster job startup times

● macOS Runners: Utilise mac2-m2.metal instances on Dedicated Hosts
○ Dedicated Host Lifecycle: Includes a scrubbing process upon instance 

termination or stop!



 

Future 
State



 

Benefits
Automated & Dynamic Scaling

Kubernetes-native management

Action Runner Controller (ARC) on Kubernetes

Challenges
Security concerns with Docker in Docker

Migration complexity



 

Future state

● Migration to Kubernetes: Exploring the transition to Actions Runner 
Controller (ARC) on Kubernetes (EKS)

● Enhanced Automation: Aim for full auto-scaling for all runners

● Continuous Improvement: Exploring new workflows and refining processes



 

Further learning

● GitHub Actions Documentation:  
https://github.com/features/actions

● AWS CI/CD Best Practices: 
https://docs.aws.amazon.com/prescript
ive-guidance/latest/strategy-cicd-litm
us/cicd-best-practices.html



 


